Technical} Report CS78007—p

A WCRKING PAPER ox THE DEVELOPMENI
OF MULTIPROCESSOR AECHITECTURES
FCR SUPPORTING
SFECURE DATABASE MANAGEMENT

by

Robeprt P. Trueblqod and H. Rex Hartsaon

September 1, 1978




ABSTRACT

The NULTISAFE Secure databasge System architecturé was
introduced in apgn earlier'technical report [TRUER??]. That
architécture is Summarized briefly here jgq Section 2, This
Present report is an interim {not Complete, Some partg
Changing rapidly} report which indicates Brogress since the
first report,_primarily in the area of message Communication
within the Constrained dataflow vetwork, A formal descrip-
tion of interﬁmodule Communicatian messapes anpg message
Sequences jg Presented, In section 4 Current directions of
the work are indicated. The use of Petrj nets fgor modelljing

and verifying Fecurity 3g iniroduced, as ig the concept of

Keywordgs Databasge ¥anagement Systems. Computer Architec—
ture, Hultiprocessor Systems, Securify, DBata Protection,
Concurrent Processing, Access Confrol, Authorization{
Enforcement, Inter—module Communication, Data Flow Systems,

ii




TABLEVOF CONTENTS

ABSTRACT & o L L L L . L .
1. INTRODUCTION R T R A . . 1
2. AN ALTERNATIVE SYSTEN ARCHITECTURE'. LA B SR R S 2
i I INTER“MODULE CCM&UNICATION A I T T @ 2 s 4 . 6 B
3.1 Message Structure R R 7
.2 Hessage CI&SSificatioﬁ and Hierarchy . . * . & 9, 12
3.2.1 Status class o . . R I I T 14 :
3.2.2 Request class , , MR A 17

3.2.3 RQSPOHSE ql&SS - - 9 - * = a - o - - - - 20

3-2-4 'Classificaiion Language TR e e e e g o - 24
3.4 Hessage Sequences e A . P A - 2s

3.4.1 Definition and Identification * s e . . 27

30403 SEQUEHCE Language T rT s e e e e * & a2 o 44
4. ON"‘GOING ﬁORK - - - .. - - - L - - - - - » - - - - - L 2 48
4.1 Petri Net Hodelling - - * a2 4 - - a * = g - - - 49

4.2 Distributed Patabtage EnVIronment T e e s s oe o 50

S. CONCLUSION - - - - - ‘t- - - - - - - - - - - - - - - - - 54

EEFERENCES - - - - - '7',' - - - - - - - - - - - - - - - - 55
APPENDIX A. Message Classification Syntax . ., ., . * =+ « o 57

APPENDIX pB. Message SequenceVSynt&x T e e e s a4 .. « 61

I marap e

APPENDIX C, Message Sequence Eyotax with SMC Numbers . 64

oA e




1. IﬁTRonvcrloN

Two serlous pProblenms with daiabase Tecurity ares*

1. limiteg ability op mechanismg to respand pre—
cisely tg g broad range of sSystem conditjonsg
has caused Protection policies te be bhighly
constrained in range and variety,

2. high perform&nce'cost in fg?C?SSing Ilme, S;o-
O) opers ions or

The firg+ Problem, the question of Precision jpn adhe r—
ance to policies, bhas only recently received Bttention In
databage Protection literature. In [HARTH75) and {¥ERNE7S5]
are some of the fTirst attemptsg to provide mechanispsg sensj—
tive to the £eéneral systony State. To further improve preci—
sicn, some of thisg work hasg been extended 1ig take into con—~

Bideration Previous accessg events {HARTH?é]p

The Second Froblem, Performance overhead, hasg al so
received limited attention in the literature on  database
pProtection, However, from the beginning, its importance has

been acknowledged.

The Seriousnesg and 1mportance of these Problems are
amplifieq by the requirementg of increasingly Stringent leg—
islation to protect Privacy and individual rights IHOFFL??,
TURNR76]. Many of these legislated Tequirements canpot be
satisjied without very ‘bespensive Protection mBechanisms
[FONGE??]. Furthermore, Tesponsivenessg tTo these require-—
ments may Soon  be mandatory, Tegardless of the added cost.
A key objective of this work is to introduce an alternatjve
approach that <can meet Securi ty reqgquirements more Precisely

and without unacceptable Performance pénalties- It is a




further objective that, in termsg of Security, the behaviop
of the system described 1igp thisg approach, namely the datag-
flow meSsage Sequences, can be Structured well enough tg be

verified aqg Secure,

2. AN ALTERNATIVE SYSTEN ARCHITECTUPE

In a conventional Uniprocessor computer System, an
increase in complexity of Security mechanisnpg for greater
Drecision and Tesolutionp (granularityl ¢an degrade the per—
formance of the system Such that ji+¢ is no longer cost-effec—
tive, In that type of system, processihg is Sequentiial anpd
the user ang System software shére & Common maip storage.
The database BAinagement System (DBHS] isg lmplemenfed as na
complex application ngg- top of" the operating systep {osy,
and security Checking is’performed by +the DBNS and/or the
0Se There are severalrproblems with +thig type of architec—
ture. For example, because of the Common main storage, Sys—
tem software, securitf-procedures, and other user data buf—
Ters can be read or altered by other Softvare pProcedures,
The database Bccess mechapnicsmg are usually more complex
becausge they'&fe Processed through the eperating S¥ystema

The Sequential nature of the whol e system offersg little aig

A new MULTIprocessor sSystem for Supporting, Secure
Authorization with Full Enforcement {MULTISAFE) for database
MAnagement is poy beiné developed [TRUER??}. This new
architecture Provides the next natural step jn Tesolving
Some of these Froblemg, By Combining the Concepts of multi—

Processing, pipelining, and rarallelism into the new system

;
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organizntion, lmprovements In system performange and secur—

ity are pPossible,

Many of the current architectural} approaches tgo data
management have their early rogts in the assgociative Bemory
work by Berra et ala. {DEFIC?G, BERRB74] ang the back—end
conputer work by Canaday etal, [CANART741., This latter work
sShowed that it waS_econOm]cally feasible to divide a DBMS
into two Components! a hosgt userlappiications Processor and
a back—end DBuMS computer, The most Slgnificant and well
established work in architecturﬂl Approaches tgo Secure data
Management hag been done in the Data Base Computer pro ject
directed by Hsiae at Chio Sta+te University [BADNR7S,
HSIAD7s ). Other work hag been done on database machineg—-—
—for exXample, back—end database management S¥ystems have been
implemented on migiCOmputers at Eansasg State University
{HARYF??}—*but without significant emphasis gn security,.
Lang, Fernandez, ang Summers [LARGT76) have proposed a par—
titioning of applications object modul e software into three
parts:'application meoedule, data interactijion module, and data
contrel {profection} modules Downs and Popek [COWND77 ) des-
cribe a software data management kerpnel, The following mul-

tiprocessop architecture pulls many of ‘these concepts

The new system configuration {desecribved in more detai]l
in [TRUER77]) is based on"functionally dividing a DBuS into
" three na jor modules: ’

1. +the user and application module {(paMm)

2a the data storage and retrieval module {SRM)

3. the protection and security module {psy)

The basjc idea is tg irplement €ach modul e on one oOor more
processors forming the ﬁultiprocessor System called MULTI-

SAFEe These pProcessora can be ag small ag microprocessors,

or they can be as large as maxiprocessors {full sized main

i
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frame Processors}), In a conventiona} unlprocessor enviropn—
ment these three modules function Seguentially in an intep~-
leaved facshiona In MULTISAFE al}l three modules function jp
a concurrent fashiane: That isy +the UAM Coordinates and ana—
lyzeg User requests at the same time that the SENM Zeneratesg
responses for requesfs. Simult&neously, the PSM continu-

ously performs Security checks oan all activities.

connected to three Separate FPrimary random access memory
blocks. Thus, each functional module bas its own Processor
and Primary MeMOrye The system organizatian follows the
multipurt—memory organization with private menories
[ENSLP77}. A menmory isg made Mopivgien by . €onnecting only
certain Processors tgo it, thereby Providing physical Separa—
tion between the usertg menory and the PSM and Shu memories,
for example. Thisg Separation {or isolafion] can Signifi-
cantly improve Security because it ig rhysically impossible
Tor a wusep to access the " PSY op the SRM memoriesa Systen
Performance jg also enbancea by the concurrent Processing.
With +thig new ‘RULTISAFE approach there are Some
expected advantages ag well asg disadvantages. The advan—

tages of the aréhitecture are as follows:

4a modularity—‘changeability of software

Performance.gains Are achieved by OVerlapping the pro—
cessing time of ithe PSy with the UAM and spu, Greater resco—
lution or enforcement can therefore be had without substan—
tially degrading the Performance ©of the overall Systeme.
Security is improved because a Separate Processor has been
dedicated rforp administering the Protection policies, The

Processing pathg through +the system are contrelled by this




bpProcessor, The Protection Processaor Ooperates Concurrent]ly
with othep Procescorg with the Capability of interrupting
their Processing at any polint jin timee  This capability pPro—
vides fop more flexibility in the Security mechaniSmS**par—
ticularly, wvith regard to the time and rlaces where accessg
decisjiong can be made, In Summary the new systen architee—
ture:
1. reduces the PoSsibility of "back doorsgh or
: Sneak pa ths, by isolating the Protection
mechanisms and by forcing ailj Accesses of data
to occur through g single path;
2. offers safer Tailure wmodes, by showing +that
fajilures gp Penetrations of hardware op soft—
ware outside gf the PSN cannot Conpromise
Security; and
3. featureg p relafionship between the operating

System and the database system which can pro—
tect the data against much of the systen's own

The veriiiability of Protection mechanisms jg also
enhanced by the proposed architecture. This enhancement jg
primarily due to the logical ang physical isolation of Dro-—
tection mechanismg from other mechanisms jin the system. Not
only are profectibn mechanisryg iéolated, but the databasge
éccess mechanisms are isolated from the user. It is ecasjer
to verify {prove correctpness of) the pPratection mechanisms
because they are not embedded within other rechanismg. In
most conventional sSysteng brotection is often embedded
within the 0SS and/or within the TDBMS. Verifying +the COor—
rectness of Protection in the conventional systemnm often
necessitates the Proof orrﬁerlfication of the 0S or DBNS in
addition to tﬂe Brotection mechanisme, In the Proposed
architecture the Protection mechanismg ére Erouped together
as a whole and are Separated frop othery mechanisms, This
eliminates the need of verifying op Proving the Correctness

of the other mechanisms npot asScocliated with pProtection.




The idea ot rodularity is based on the Caoncept of the
"top*down approach® used in system desipn. Kot only doesg
this approach provide a technigue in deslian developmént and
implemen?ation, it also ajds in malntenance or reliabillty
of the Systemes The Proposed architeéture Suprportsg high-
level modularity. There are twd advantages fained by using
this moduylarpr appréach‘ Cne advantage ig that the system canp
function with or without the Pswu, That is, it is Possible
1o construet a system wjitp only a yay and SERM fgop those
applicetion not requiring Security, A PSM could be added
later, if desired, The octher advantage is that Changes In
one modulelg Software have sinimal effect on the ctherp two
nodules, For example, changing a query language hasg little
ar no effect on the PSN or the SEM. The modular architec—
ture of MULTISAFE jgo also ideally suited Ffor a distributed

database environment {see Section 4.2),

additional Communication 'cbnnections and the overhead for
Process 1nterruption and synchronization. Bowever, with
improved sSecurity and'caﬂcurrent Processing, the cost of the
additional Communication ang Processing overhead Seems just—
ifiable. Another disadvantggg is that fajJure in aone pro—
cesénr can halt the rwhole syétem- _ However the failure prob—
lem is Aalsgg very evident fﬁr Uniprocessor systens, Further,
improvements in hardware reljability ‘have decreased the

pProbability of failure.

3. INTER-NODULE COMHUNICATION

From the Step by step processing flow, in {TRUER??I, it

has been shown that the modules {gp bprocessors) require




direct communicatilon among themselves apnd that the modules
also need a communication path te the system users, MULTI-
SAFE isinn event—driven dataflow systema Thus, all Process—
ing is jnitiated and controlled by events occurring within
the message flow, including such events as the transmission
of data to and from the database. The flow of messages in
MULTISAFE is a critical factor for two reascons. First the

message flow must he Secure. Secondly, it must be efficient

Three approaches are used to study the characteristics of
the messages, These approaches are message Structure, ne s—
Sage classification, and message Seguences, These

approaches are discussed in the following sections.
3«1 Nessage Structure

Communication between the PSM and the SRN is importanf,
especially for data—dependent securlity checks where communi-—
catlion is required on each data record {or block of tuples)
Processed. If this cémmunication Process is too slow due to
Operations such as paSSiﬁg and Processing lengthy mesSsage s,
then the Performance of Loth the FSM and the SEM can be
degraded. On the othepr band, very short messages, such as
single bhit flags {or indicators), provide limited capabili—
tieg,. Thus, to serve both sﬁstem efficiency and bProtection
needs, the messapges are divided into two parts: a short,

fixed length descriptor and a variaeble length text.

The message descriptor is composed of three partg:

1. a message classification code
2. & message ID
Je a message text address




The Mclassificatjon code” jdentifies the kind of message
being proceused, This code is discussed in the next sectiaon
on message classifications. The "message ID" contains
unforgeab]e message identification markings which associate
Vthe message with a specifjc userp ID, Jjob name, and/or job
number, It mway also contein a time Stamp indicating when
the message Qas initiated. ' The text addregg™ identifies
the memory address where the message text resjdes. The mes—
Sape text contains further Specific Information which can
vary with every message, S5ee Figure 1 for an illustration

of g meSsage descriptor and 1ext,

The security of the descriptor is ensured by putting
it in a "locked boxs®" The descriptor is set up as part of
an abstract data typea Its contents ‘are set and checked by
protected procedures vhich are jnvohed parametrically. No
user or user Process can directly access message descrip—

tors, The Security of the message text is ensyred €either by

PULLing {retrieving the text from the sender's memory) . For
example, all texts for the UAM are dep051ted {PUSHed)} in the
UANT g menorys because the UAM is not allowed ta access the
wemory of any other modules, On the other handy, ail texts
for the PSH are retrieved (PULLed) from the sender's mMEmMOry,
because no other modules can write into the PSM's Hemoryas
The dataflow of mesSsage descriptors. message texts, and the
PUSH/PULL concept are illustrated in Figure 2 and Figure 3.
Figure 2 shows the dataflow paths  for 1he Storage and
retrieval of information'toltrom the database, and Figure 3
Shows the dataflow paths for +the display and/or change of
authorizations by the authorizey, The PUSH/PULL security
mechanism ig implemented directly in hardware hy the private
MERMOrY structure of the ‘System and ig a key mechanisn sup—
pcrtiné Secure inter—module Communication,. The relationship

between the FUSH/PULL mechanism and accesg decision binding




CDB Messape Descriptor

115 user ] —;
iIb

_i CDB Message Text {in UANM Nemory)

—>1 - —_
Items ¥Fhere +to Criteria
to be : make the for
selected selection selectian

Figure 1. Illustration of the CDB Message.
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on the Database.
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1.2

times Iis criticale. For example, in the UAW, not verified
and rlso more open to inputs from other places in the sys—
temy it is possible that the text of a message to the PSN
could be altered. However, no such alteration can occur
after ft has been PULLed into the PSMy; since tte PSM will be
verified and no other module can modify its memory contents.
Thus, delaying accessg checKking until the message is safely
in the PSM ensures that the checked form of the request is
the form in which it finally will be processed by the sy s—

temy and the door to further tamﬁering is closed.

In a mathematical view each messape part is a finite

sets These sets are as follows:

HC——the set of message clessifications,
I1D-—the set of valid message ID's,

TEXT——the set of message textse

The set of all possible messages, M, is represented by
the cartesian product of the above three sets? -
M = MC x 1D x TEXTa
A specific message, my isrrepresented by the triple:
m = {mcy id, text)
wherey m € My mc € MCy id € ID, and text e TEXTa. Note that

each element of M contains its own clasgsification.

3.2 Message Classification and Bierarchy

Messages are the means to communicate between two
modules or between users and the sSystems. In order to carry
out this communication in a controiled mannery it 15 neces—
sary to be able to identify every . message in the sysStem.
The objective of this section is to present a means whereby

messages can be classifieds




A

A messape is characterized by five attributes, These
attributeg arel’

1. classg
2a sSource

3. target

4, type

5. Subtype
Messages are grouped jinto three clnsses~—request, response,
and status, For each message in a class there jis 4 message
Source, a message target, a mesSsage type, and a message sub—
type. The mesSsage Source g the entity which generates the
messagea, The message tarpet jig the entity which receiveg
the MmesSSages Database users, authorizers, UAM, 5RM, and SN
€an all be source and/or target entitjes [depending on the
other attributesg), The message t¥pe and Subtype identify
the Tunctional context of the message, Some of these types
are access, authorizatlon, and enforcement. The access type
messages are those messages which are related 1o system
ACcesses such ag user login anpd database BCCeSSEes, Authori-~
zation type HeSsSages are tﬁose messages which inquire about
or modify +the authorlzation information in the PSN. The
enforcement“type mesSSages are those messages rertaining to
enforcement decisionse.

The range of each attribute is a finite set of values.

These setg are as follows:

CLASS = <request, resronse, statug>
SOURCE = <database user, authorizer, UAM, PSM, SRM>
TARGET = <database user, authorizer, UAM, PSN, SRN>
TYPE = <access, authorizafion, eniorcement,
additional*text, dataflow, termination,
end—of—datad - i
SUBTYPE = <login, datay display, change, information,
login—decision, data—declsion, display—
decision, change“decision, decision, CDB,
buffer, overall*decision, block—decision>
All possible message classiiications {NC) are represented by
the cartegsian Product of the atove five setg:

MC = cCLASS X SOURCE x TARGET x TYPE x SUBTYPE.
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A speciftic c]assifi;ation is represented by the Tfive-tuple:
mec = (¢, Sy ty p,y, b)

where ¢ ¢ CLASS, S € SOURCE, +t ¢ TARGET, p ¢ TYPE, and b e

SUBTYPE. The collection of all Such five—tuples is the set

MC,

Not every classification in MC is alleowable in MULTI-
SAFE; the secure architecture places Constiraints on the ele—
ments of +the set MC. For example, a database user as a
Source is not allowred to send a message directly to the PSM
as a target. There is a neén—empty proper subset of MC
which will he referred to asg the secure message classifjica—

tion {(SMC) set.

The five attributes are used to establish a hierarchy
of secure mesSsage classifications. At +the root of the
Structure is the collection of all secure message classifi—
cations, The next five levels are used to represent the
five attribufes-—class, sSource, target, typey and subtype——
—respectively. The Hierarchical relationship of the attirji—

butes is illustrated in Fipure 4.

The classg attribute partitions the set of message clas—
s:f1cations, MC, into three equivalent classes {subtrees).

These classes are status, reqgquest, and responsee. The hier—

The_ messapes in the status c¢lags are Dbasically
&nnouncements which require no response from the receivere.
The hierarchical structure for the status class ig given in
Fipure &6, This tree stiructure represents the following

three Tive-tuples:

fstatus, UAM, PS¥M, termination, 7,
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class
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target
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tType
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Figure 4. The Hierarchical Relationship of the Message i
Classification Attributes,.
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/ ' \
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statug reguest response

Figure 5, Hierarchical Structure for Partitio

ning
Messages into Classes,




(status, UAM, user, announcementy, @}, and
{status, SRM, PsM, end~of-data,

where ¢ represents Mpgo subtype.® The three digit numbers at
the leaves of the tree are +the clagsification codes for the
nesSsages in the Status class. The Tirst digit, 0, repre-
Séents the status class, The remaining twoe digits in each
Code are used to identify'each status class Tessage. As an
example, the first tuple {ccde 4001) might be used when
reguest pProcessing has been terminated due tao UVSer error.

An example of the second tuple is an announcement by the UANM

System error). The third tuple might be used by the SRM to
inform the psy that all the tuples for a Ziven request have

been retrieved,

322 Reguest Class

The request clasg contajing those messages which are
baslcally calls for data or information., These messages
reqguire g response from their Teceivers, The tree struc ture
for cl&ssifylng messages in the request class ig Ziven in
Figure 7, This iree structure represents the following
twenty—one five-tuples:

{request, usery UAM, eccessy login),
{requesf, user, UAM, BCcessy data),

request, authorizer, UAN, authorization, display},
(request, authorizert UAM, authorization, change),
{request, UAM, user,venforcement, information),
request, UAM, user,'additional—text, ),

rfeguest, UAW, authorizer, enforcement, information),
(request, TAM, authorizer, additional*text, &},
{request, UAM, PSNM, énfurcemént, login—decision),
{request, UAM, PSH;'enforcement, data-decision),
Tegquest, UAM, PSM,'énforcement, display—decision},
request, UAN, PsSx, enforcement, change*decision),
{request, UAM, PsH, duthorization, display),
(request, UAM, PsN, authorization, change),
‘r‘ec;ues‘t, UAM, SRH’ &CCESS' CDB"'

{request, PSM, UaM, enforcement, information},
{request, PSN, SRM, enforcement, information},
frequest, SEM, PsN, enforcement, overall—declsion),
request, Skw, PSw, enforcement, hlockwdecision},
(request, SRM, UaN, dataflow, buffer), and
(request, SRM, UAn, dataflow, data)




A\
SOURCE: CAM SRM

/
TARGET: P3

ment end-of-data

TYPE: term Unce
{ {(002) . {003}

Figure &, Tree Structure fnr'Messages
in the Status Class. -
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where ¢ represents Yo subitype.n The meaning for each of
the above five-tuples can be found {in Table TI. The filrst
column of the table gives the SMC number vhich is \dsed in
€¢ach message as the "classiflcation code” (see Figure 1).

The firgt digit of the suC numbery which is the digit 1,

The last two digits are Sequence npnunbersg used to identify

each specific request. The SMC pumber i= also given in par—

Those messages In  the response c¢lass are basically
&nswers +to the EeSSages in the request class. The iree
Structure for classifying messages in the resronse class isg
given in Figure R. This tree structure represents the fol-
lowing twventy—one five—tuples:

(response, usery UaAN, enforcement, information},
{response, user, UAMN, additional—text, ),
{response, authorizer, UAM, enforcement, information},
[response, authorjizer, UAM, &dditional—fext, ),
[response, VAN, user, access, login},

(reSponse, UAM, user, access, data),

{reSponse, TUAM, authorjzer, authorization, diplay]),
(response, UAM, avthorizer, authorization, changze},
(response, UAN, PSM, enforcement, information),
{response, UA M, SRM,'datailow, buffer},

(response, UANM, SRM, dataflow, data),

response, PSM, SREN, enforcement, overall-decision),
{response, PSM, SrM, enforcement, block-decision),
{response, PSM, UANM, suthorizatijon, diplay),
{response, PSM, UAM, authorization, change),
response, PSN, UAM, enforcement, login—decision),
[response, PSM, UaMm, enforcement, data—decision),
{response, PSM, UAM,'enforcement,'display*decision),
{response, P5M, UAN, enforcement, change*decision),
[response, SRM,; UAM, Bccessy CDB), and

response, SRN, PsSuM, enforcement, informatian)

where represents "po Subtype.™ The méaning for each of
the above five—tuples <an be found in Table 11. In the
first column of the table is the SMC number which is used in
cach message as the classification codes. The first digit of
the SMC number, which ig a 2, identifies these messages as

belonging to the resSponse class. The remaining two digits




TABLE ¥

KREQUEST WESSAGES

SMC
NO.|lSource Target|{Type Subtype Meanings
101 user UAN acc {login user wants to login
1021 user UAN acc Jdafa data processing request
103] aAut UAM avthidisplay display an authorization
104} Aut UAM aunthlchange change an authorizatjion
105 UaM userp enf |infao need additional information
for enforcerent decision
106 UaM user {Add— need more text to complete
text ‘ an earlier reguest
107; uvaM Aut en¥t {info need information for
. enforcement decision
108} UAM Aut Addg— ’ need more text +to complete
text an earlier request
108] vawn PsSH enf [login overall login check
decis,
110] UAM PSM enf |data overall query Processing
decisae check
i11 UAN PSM ent [display overall display check
decice. ‘
112] UvaAM PSSy enf (change Joverall change check
deCiSc
113 uax PSM auth|display display authorization
114] UAM PSN authjchange change authorization
118§ vawx SRYM acc |[CDB CDB call ‘
116| PsN Usy enft info need additional information
) for enforcement decision
117! Psw SRM enf Jinfo need external information
for data—dependent checks
118] SRM PSN enf joverall{need overall CDBE check
decis,
119] sRM PS¥M enf (block need block check
decise. '
120 srx UAM data{buffer request for an empty buffer
flow
121§ sSkrM UAM datajdata please receive this buffer
] flow fTull of data




(Lrry (o9
Frespr 947

.

wALinte g ey
_
_.

WSd Wyn

\/

WS

's52/9 oq\%a\mu% Hp v uu%wmqu}\

:mH,.WWQ ...M.urq. mﬁ Q. { hw ﬁm. nw ﬁn__ nV

yous  groar sty Riydseq

N/

PIRY L 1AQY iRy

shery

o s

3/ \E._
Wsd

4011124 W22

(o ) (b0t

e ORI
tynrg ey uiboy

N

?...%\xn_...m\w Aot sangonipe  wenl

(et (erd (r) ol @)

120 sopbag  wgretder by

#ofeieg prous agy 1

u...“\n:\-u“r_

R

\/

wagatusyiny

AP Ly

.% u»am.‘h\

(z0g) {joc) {zae) (sae}
Lyl .:_&

preavaLup Jimiajer

5 S
by
frevpEpy PRl ey g vy

\/

P T w»n

Ty

ix¢h Wyn

‘3dAL8Ng

FdAL

ECELA

1304009



TABLE I1I

RESPONSE MESSAGES

SNC
NO.|Source|Target|{Type Subtype Yeanings
201! UTAN user lacec {login login decision
2021 UAM user ace jdata data processing resulis
203} UANM Aut authidisplay|return authorization
204 UAM aut authichange authorization is changed
205{ user UAN enf (info return additional information
| for enforcement decision
206{ user UAM add— return additional information
text to complete earlier Tegquest
2071 Aut UAM enf |info return needed enforcement
information
208 Aut UAN add— return additional information
. text to complete earlier request
208§ pPsM UAM . |enf Jlogin security decision on login
decisce. reguest
216 pPsM™ TAN enft |data security decision on data
decise. access reguest
UANM display|security decision on display
decisas authorization reguest
UAM change security decision on change
decis. authorization request
UAM display|return authorization
UAM change Jauthorization is changed
UAN CDRB end—of—-CDB
PSNM info return additional information
for enforcement decision
217] SRM PSN enf |[info return external information
for data—dependent checks
218] pPsM SENM enf loverall|security decision on CDB
decisa. ) :
219] PSN SRKM enf [block security decision on a block
decis,.
220 UAM SRN datalbuffer |empty buffer is ready
flow i
221 UAM SRM datajdata received full buffer
flow .




specific response. The SMC number Is also given in rar—

entheses at the leaves of the response tree jip Figure 8.

The request and fesponse trees are very Similare. The
main difference between +the two trees g that,; in most
€cases, the target of a given request has becone the source
of the corresponding resgponse and vice verca, This rela-—
tionship implies that for eVeEy request in the cuyucC set there
is a response in the SuC Set, The last tug digits ot a res—
bPonse SMC number match those of the corresponding request
SMC number, The relationshlp tetween a Tequest and its reg—
Ponse is discussed fTurthenr in the section on message

Sequences.

There are some ‘other characteristics about the +tree
structure, Kot all Source/target pairs are reprecsented by
this structure, and 1likewise these pairs do pot appear in
the set sSuc. For eXample, users and authorizers cannot com—
municate directly with the PSM or SRM¥, but they can with the
UAMa Al so0, messages of the access type cannot g0 to or from

the PSM,
3.2.4 Classification Language

A message classiiication language and the prammar for
.the language are devel oped in this Section,. The grammar for
Eenerating a Single mesSsage classification is discusseds.
The main emphasis of this section is on the grammar rulese.
These grammar rules must follow the tree structure used fTor
classifying messages, and the Erammar rules mugt also follow
the constraints of the NULTISAFE architecture. In short,
the grammar nmust Zenerate only legal, secure messare classi—

fications] that is,y, elements of the set SMC.

i
i
i
I
H
15
H
i




The syntax rules {given in Appendix A) for Eenerating a
single message classification form a regular Erammar, These
rules geperate the five—-tuples which belong to the set SMC.
To illustrate the generation bProcess consider the following

flve—tuple:
{request, PSN, Uax, enforcement, informatjion)

This five—tuple is generated by applying syntax rules 1, 3,
10, 26, and 47 of Appendix A. A derivation tree is given in

Figure 9,

The grammap rules also pPreserwve the structure of +the
message classification trees {see Figures 5, 6y 7, and 8).
The preservation of the c]assification tree is accomplished
by Tepresenting a node's valuye and jtg Siblings in each
gErammar rule. Multiple Siblings are Tepresented by alterpna—
tives {[(the "exclusive or? of choices), As agp illustration
of how the Erammar pPreserves the tree structure, consider
the fifth S¥yntax rule of Arpendlx Acx '

<UAM—attribute> :1:= pgp <UAM—PSM—type>
user <UAM—user—type>

The rale identifies two Subitrees——"pgy CUAN-PSN—type>" and
Muser (UAK—user—type)." The roots of the subtrees are "pgun
and Yuser,® respectively. The sSiblings for these two sub-—

trees are "(UAH—PSM—type>" and "(UAH-user—type>.“
3.4 Message Seguencesg

MULTISAFE is a8 medular dataftlow system; Communication
paths must exist to carry information (messages) from one

nodule to another, To control the Tlow of mesSsages it is




Rule Noe. Derivation Tree

<message—classesg>

/ \
{1) reqgquest <request—atiributed> :
/ \ i
7 \ s‘
{3) PSM <PSM-attributel> |
/ \
/ N :
{10} AN <PL¥~UVAN—-typel>
/ \
7/ \
(26} enforcement <PSH-TGAN—enf—subl>
{47) information

Figure 9., Derivation Tree for the Five—Tuple
{request, PSM, UAM, enforcement, information) .




necessary to identify the message flow patternsa These pat-—
terns, or Sequences,-may be asg simple axg a request followed
by its respective responsey or the patternsg may be a complex
nesting or enmbedding of request/response {and other) combi—
nationse A related combination of messages is referred to a
MeSsSage Sequencea It is the identification of secure
Sequences which is of importance in +this section,. This is
done by examining the components of each message and the

relationships among varjous messages within a seguence.
3«4.1 Definition and Identification

Let MC{nm), ID{m), and TEXT{m) be defined as selection
operators that extract the MC, ID, and TEXT portionsy res—
pectively, from a8 pgiven nesSsSage, me Further, let Cl{mc),
S{mc)y Tlmc), Plmc}y and Bimc) be selection cperators that
extract the CLASS, SOURCEs TARGET, TYPE, and SUBTYPE por—
tions, respectively, from a given messaée classification,

HIC e

A linear messape Sequence, lms, is a seguence of me s—
sagesy mf1]l, m{2], =sey mlnl, defined by the following

axioms?

le mli) ¢ M, for all i =
2. T{MCIml{il)) = S{xC({ml i
as ey n-*l.

A parallel message Sequence, pmS, isg formed when two

linear message Sequences, wnll[1], m1[2], ~eey mIfm}] and
m2{11], m2[21. ceay m2[n]. are combined by the following

axionss

1l mi{1] = w2[{1] and mi{m} = #2[nl; and
2- ml{i] + m2{J]. for ﬁl}. i = 2; 3' - - -9 Rl‘—l
and J = 2, 3, *say n—1a.




The above definitions allow for the possibility of an Ims
containing another Ims. An  1Ims wif{1], n1[2], eesy wmlin])
will be said to contain another lms m2{1], m2i2), ..., m2[ §}
ifs

1. J<n

2. m201) = wt{il}," m2{2} = nili+1}, ..., m2l i1 =

A contained lms is Sometimes referred teo 48 a subseguence of

the containing sequence. The first Ilms is said to properly

contain the second lms ix the first condition above is

J<ns Most of the time the term “containment" will be used
to refer to either of these cases, An Ims is said to con-
tain a pPms if it contajins an lrs which is rart of a pmsa In

Beneral, a message sSsequencey ms, is a linear message

Seguence which wmay or way not contain parallel message
Sequences. The collection of all message seguences forms

the set NS.

A Secure linecar mesSsafe sequence, Slmey, is a linear

mesSage sequence, mi11l, {2, cua, min], defined by the fol-—

lowing axioms:

1.

2 ?MC for all i = 1' 2’ sy

n
= ID(m{l;"l]) for all i = 1, 2, oy

b= g

[
D

il ¢
{mli]
1

B

A secure parallel messape Seguence, Spmey is a paral-

lel message Sequencey mil1], m2{21], vsey mllm] and nm2[1],

m2[{2Y, ..., m2lnl, defined by the following axicms:

MC for all i

1. ml[i} £ S = 1' 2, -s ey m
2. m2[j] € SMC for all 4 = ? 2’ *Teay N
3. ID{ml[i]l = ID{m1{i+1]}_for all i =1, 2, -aay
m— .
4, IDim2{J]) = ID{KB%[J‘"'I}’ for all j = 1’ 21 ooy
n—
A S5ecure message segquence, smc, is a secure linear

mesSsSage sequence which may or Fay not contain secure paral-




lel message sequences. The collection of 81l secure nessage

sequences form the set SMS,

The elements of SHS can be partitioned into two egquiva—
lence classes. The partition is based on the extrinsic
events that initiate the generation of a Secure message
Sequenceas Filgure 7 illustrates that there are only two
extrinsic sources tha% canp initiate a messSage seguence——the
user and the authorizer. Thus,y there are two groups of mes—
SaAge sequences——thase mesSsape seguences initiated by a user
and those message sSequences initiated by an authorizere.
Figure 7 goes further to show that a user has two subtypes
of access request messages: login anpd data reguests, Like—
wisey an authorizer has two subtypes of avthorization
request messageg? display and change requestse. This means
that the user injitiated message seguences can te p&rtitioned
into twvoe groups——the login subtype and the data subtypes
Also, the authoriier initiated mesSsage sequences can be par—
titioned into twa groups—tihe display subtype and the change
Subtypea In summary, the set SMS is partitioned into four
groups for idenfiflcation“*login, data, display, and change

subtypea

Messages of cach subtype from either Source are subject
1o two kinds of security checking:

1. checking specific to the reguest
2. systen occupancy checking

The specific check for a login request involves user identi-—
fication, Possibly augnmented by prasswordy authentication
dislogues, etca The specific check for a data reguest
employs data—independent and data—-dependent access condji—
tionse System Ooccupancy checks relate to overall}l permission
to be an active user of the system, without rege rd to how
the system Is being usede The system occupancy check is

always made in conjunctiaon with logine’ For example, the



conditions (separate from user identification) for a Ziven
system user may be that occupancy lig allowed only bhetween
8:00 aueme and 5:00 Pem. System occupancy checking at data
request time provides an {optional) additional binding time

for these conditions, -

¥Within a secure message sequence, regardless of sub-—
type, every regquest message has a response. A request and
its response form a reqgquest/response pair (or pair). For—
rally, a pair of messagesy, {ml[il], mi{ j1}, izj, form a

request/response pair if and only if

1. C(MCIm{il}) = request and
C{Ncim[3]}) = response,

2« S({Mc(m{il)) = TINC{m[ 1)),

de THCIm[11}) = S{uciml j1)1},

4. Pi{MC{m[il})}) = P{NCiml[ jl)},

5« Bi{MC(miil)) = B(MCImI31)}, and

Ga ID(miil}) = ID(mijl}l)a

It is possible fﬁr request/response pairs to be nested
within other pairse. For example, a user's request to login
may <contain another pair of messagesg such as the
request/response for a  password before a login response is
Zivene Nathematically, the ressage palr (welkl,m[11) is
nested in the pair (ol 1¥,m{jl) if and only if mlil], m{x1],
m{1]ly and mi{j] is a secure message Sequences. In terms of

the source and target attributes, this means that

T{MC{m[i]}) = S{MC{wl[x]1)},
T{¥C{m[x]}) = S{MC{mi1])},
Ti{MC{mi{1})) = S{d¥C(mI 31)),
T{MC{ml{§1)) = S{MC{m{il)}, and
T(NClal1])) = sS{MC{mi{x1)).

Even though nesting of message pairs is a key building
block used in the‘construction of secure pessage sSequences,
not every message Sequence is a perfect nesting of pajirse.
That is, message Sequences can have.nonhnested ad jacent
pairse Also, the slms's of a spms which represent the con—
currency of multiprocessing are not nested. {(More examples

and explanation are given in the next section.])




The request/response palirs for the Secure message
sequences in the login subtype are gilven in Figure 10, and
Figure 11 illustrates the request/response pairs for message
Sequences In the data access subtypes Figures 12 and 13
il1lustrate the request /response pairs for ressage sequences
wvithin the display subtype and change subtypee. The arcs in
the figures represent the messagese. The direction of the
arcg illustrate the flow of messages from source to targeta.
The numbers on each arc correspond to the SMC number as
given in Tables I and IT. Reguest/response pairs are iden—
tified by the commonality of the last two digits of their
SNC numberse The pesting eof pairs is illustrated by the
nested arcs. For exampley, in Figure 10 the palir {185, 205}
is nested within the pair {101, 201). Such a nesting repre—
sents a reduest to login which reguire a reguest/response

for a password before the login re=ponse is made.
3.4.2 Examples of Secure ¥essage Segquences

Presented below are some examples that illustrate the
flow of messages through MULTISAFE. Accomranying these -
examples are Ffigures that show the message directiony mes—
sage type, and nested messagesa Hessage direction is dep—
icted by an arrow with its tail at the socurce and its head
at the targete. Fach arrow is identified by the message SMC
number (s;e Tables Y and 1T1). Message nesting is depicted
by loops. Some of these loops_are formed with a dashed line
that connects the request message with its corfesponding
response message when other pairs are embeddeda First,
examples of message sSequences iniiinted by having +the user
a5 a source are presenteda It is then followed by some

examples which have the authorizer ass the initiating socurces

The first example in Figure 14 jliustrates a login
mesSSage sequencees. Using the SUC numbers, the order of the

messages in this ressage seguence is as follows:



‘ %Q\\AW\\M% m\_&%QQ\ u\%\\ | m\.\%*.\\s ,
SArizy Mﬂ.w%ﬁ\w%&u%h\uwﬁ\ (\Q %&.\% wv\< .QN. r2yd, %\.H\




i1, 109, tis, 105, 205, 216, 116, 105, 205, 106,

206, 2164 208, 201
Such a message sequence represents an overall Jlogin checke
This overall login check has two nested Subseqguencese. The
first subseguence is a request and a response Tor a pass—
wWOordas In this example, the first kFassword was incorrect and
the PSN had to make a second request for the passwords How—
ever, this time the user did not supply the UAN with suffi-
clent message text; thus, causing the additional text
request/response pair {106, 206) to oCCUure Once the PSM has
the correct passward, the overall leogin check is completed
{at the point on the PSN 1ine between‘the adjacent 216 and
208 messages) and the user is allowed on the Systema The
system occupancy check iIs also made at this time {between

216 and 209).

if, however, the second pPassword was also incorrect and
the user was not allowed on the system, +the message seguence
in Figure 14 would not have changeds Only the message text
for response 209 and 201 and the user status in the PSM
would be changed. {The number of times a user can attempt
to eénter the correct bassword iIs within the Policies of the

authorizer and is not limited by MULTISAFE, per sea.)

Figure 15 illustirates the message sequence for guery
processing in which three blocks of data are retrieved and
Passed to the user. The message Sequence begins with a user
entering his query {message 102). Upon receiving the guery
the UAM notifies the PSM (110} so0 that overall query pro—
cessing checking can begine ‘Affer the query has been ana—
lyzed syntactically, the UANM does a CDB to the SRM (115} for
data. The SRM then tells the PSM (118) that overall CDB
checking is needed. The SEM retrieves the first block of

data from the database and gives it to the PSN for data—de—
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pendent checking (119). For this particular query the PSN
needs additional information from the database before data—
dependent Checking is completed. The message pair (117,
217) furnishes the PSN with the needed information. The PSN
completes its security ¢hecking and tells the SRM {219) 1o
give this block of data to the UAM. The SRM requests {120}
and receiveg {220} a buffer area in the UAM TemOryes Upon
recejving the first block of data from the SRNM {121) and
Acknowledging its acéepfance {221), the UAXM gives the infor—
mation to the user (202). This process is repeated twice
for the second and third blocks of da ta. Rhen the CDB
request has been satisTtied, the PSM  is notified by an
end—of—-CDB message {003). This meSsape causes the PSM teo
finaiize the overall <oCiBp checking {218) and the overall
query processing checking {210). The SKM also .informs the
UANM {215} that the CDBRB has ended, and Tinally the wuser is
notified {202},

Sometimes blocks of data are not auvthaorized, This
results in only certain blocks of data being passed on to
the UA¥ and the user. Such a situation is illustraied in
Figure 16. In +this illustration, only the second block of
data receives Security clearance and is rassed on to the UAN
and the user. The first, third, and fourth Llocks of data
fail security clearance and taus these blocks venture no

further than the SRM or PSM.

It is possible for data Access attenmpts to be denied

early in the qUery processe Figure 17 illusirates the mes—
Sage sequence where a data access attempt is denied before

the database is aCcCcessedas

As an example, censider the case mentioned earlier jin

wvhich the user jig allowed to occupy the System only between
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8:00 a.m. and 5:00 Peme A potential penetré1or logs in Jjust
before 5:00 peme in hopes of returning latery, when the off—
ice is emptyy, to print a copy of an Yeyes-only™ file-—an
action which could readily be detected by co—~workers during
normal working thourse The plan 1is defeated by +the system
oCcupancy check which re—binds the login condition {just

before the final 210 on the PSM line) at each requeste.

Figure 18 illustrates the situation wvhere data access
is denied after a block of data has been retrieved from the
database. The latter situatian can occur because the SRM
and PSM operate concurrentiye. That is, a data AaCCesSs
attempt is denied after the SBEN had already begun data
retrieval concurrently with the PSM checkinga It should be
well noted that concurrent bProcessing by all three modules
{UAM, SRM, and PSM) can and does occur even though the above

fTigures of mesSsage sequences de not show this CUnCcurrencys

Illustratedr in Figure 19 is a message sergquence for
Processing a display request for some auwthorizations. The
authorizer makes a request to the UANM t103) for an authori-
zatlon to be displayveds The UAN passes the requeét on to
the PSM (110)e 1In the process of evalvating and checking
the request, the PSM needs some authentication information
from the authorizer. In this example, the avthentication
process results in two subsequences,. The first subseguence
{113, 107, 207, 213) provides insufficient information to
the PSN which leads to the secénd subsequence (113, 107,
207, 108, 208, 213). In the second sSubsequence the author—
izer fails to return sufficient text to the UDAN which causes
the additional text palr {108, 208) +to ©ccure Once the PSNM
has +the needed information the authentication process is
completed along with any system occupancy checks {between

the adjacent 213 and the 210 messages on the PSY line)a 1f
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the authorizer isa authenticated, his display reguest is
honored through the 210 and 2063 megssages. 1f, however, the
authorizer is not authenticated, his display reguest is

ignored and he is notified via the 210 and 203 messages.

An example of a message sequence for the changze subtype
Is given 1in Figure 20, The authorizer makes a change
request {104) which is passed to the PSSy (111}). The PS™
makes a request for authentication which produces the subse—
quence of messages 113, 107, 207, 108, 208, and 213. {Not—-
ice that thisg subsequence is identical +to +the Second subse-—
quence in Figure 18 for the display subtype,) When the PSM
receives the information, the authentication Process and the
system oCcupancy checks are corpleted [{between the adjacent
213 and 211 nmessages on the PSH Jinel}. If the change
request clears Security, then the indicated avthorirzation in
the reguest jg changed; otherwise, no changes take place

and the authorizer is notifiede.
3.4.3 Sequence ILanguage

A message Sequence languvagpge and the grammar for the
language are discussed in this sectione. The grammar rules
must preserve the axioms for both meésage Sequences and the
request/responsge pairs, and they must provide a means for
genexrating nested pairs,. Alsoy the grammar rules must not
conflict with the Syntax rules for generating a single mes—
Sage classification [see ecarlier section on classification
language). In essence, the grammar must Eenerate only

legal, secure messSage sequences; that is, elements of NS.

The syntax rules {given in Appendix B and Appendix C)
for generating a secure'message Sequence form a context—sen—

sitive grammar. {Appendix B and Appendix C are identical
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except that Appendix C ig An abbreviated verslon, using the
SNC numbers, ) These syntax ruleg Eenerate the Secure N
Sage sequences wkich are elements of the set ug, To illus—
trate the €eneration process consider the Dessage sequence
shown in Figure 14, This meESSape sequence is penerated by
2pplying syntax rules 1, 2, 5, 1@, io, 13, 13, and 16 ot

Appendix B {or Appendix Cle. A derivation tree s given in

constrajintg necessary fop Eenerating a <csecure message
SeqQuence, Particularly, the Erammar rules prov}de no rela—
tionship among the mesSsage ID's ip 8 Seguence, For example,
Suppose for the Eoment tha+t there are two Separate usersg aon
two Separate terminalg and that they are both in the login
process, Then how dges the systen distinguish one user from
the other? The nessage ID in each message descriptor pro—
vides the needed distinctiond Tha+t is, esseges in the Same
Sequence have the same messape ID. This ijisg expressed in one
of the axjoms given eariier in the definition for message
Sequence apd Tequest/response Pairs, Under the Combined

constraints of the axioms and the grammar Tules, it ig Ppos—

{
i
I




R X0

Rule WNo. Derivation Tree

(message—Tequence>

{1) <login-sequence>
{2) 101 <nested-login> 201
(6) 109 <login—info> (.login—in{G) 208
/ .

!/ \

/ \
{10) 116 <m0re—iog“inf0> 216 115 <more—log—info> 216
(13) 105 205 105 <more—text> 205
{16} , 106 206

Figure 21. Derivation Tree for the ¥essage Sequence
Given in Figure 14.
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4. ON~-GOING WORK

4«1l Petri Net Modelling

Petril nets [PETEJ77] provide a very useful set of
tools for deseribing and analyzing, at many levels, datatlow
networks with Cconcurrent activities. Space livnitations do
not allow for the developmwent of FPetri nets and thejir appli-—
cations here. The wmarking of a Petri net with +tokens is
rTelated to the concept of system sfafe. It is hoped, In the
current work, that formal Proof methods applicable to the
reachability [LANDL78}] of markings in Petri pets will e
adaptable to proof methods for the security of message
Sequences within the Proposed system architecture. The iden
is to prove that, given only wvalid Lessage sequences in the
data flow, no unsafe system states can be reached. To the
knowledge of the authors, this approach has not been previ-—
ously considered, and, if successful, has the potential to
be a significant centribution to the state-of—-the—arte. { The
use of Petri nets has, however, Leen suggested [AZEMP78}_&S
a means to verify communication pProcedures,.) Petri net
representations alsao appear 1o be highly suitable for repre—
senting ' the multiple access decision binding times. In
addition, there are also relationships Lbetween Petri nets

and formal language aspects of mBESSAaLe Seguences.




4.2 Distributed Databacae Environment

A single arrangement of three modules {UANM, SRM, and
PSM) will now be called a Mgtatjopon The system configura—
tion is easjily expanded to a distributed environment by
allnwlng multiple stationg which communicate hy interstation
dataflow. The new Problers introduced by this expansion
ares
[a) ®hat network configurations can be used?
{p}) By what pathi{g) s interstation cCommmunication
achieved or allowed?
{c) Can interstatjon messages be classified?
{d) Can valid interstatian mesSsage seguences be
characterized?
{e) How are authorization and enforcement Properly
distributed over varicus stations in the ne {—

worky

Generally, the issues of question (a} above are not inp
the scope of the current WOrk,. Network topolegy is a Tield
in its own right and the authors plan to take advaniage of
some of its results, This work will assume 2 completely
Cconnected configuration, of which al11 other configurations
{star, chain; etc.) are Subsetsg (substrucfures)- Figure 22
shows pne Possible way to connect three stations in 2 net—

WOrkas

Although it might seep convenient to have SEM's con-—
nected together or to have one Station's UANM able to make a
request directly tgo anothertg SEN,; the sSystem remaing Secure

it and only it every statjon appears (functional]y} as a

user to each othepr station, This implies that stationg are
always connected UANM to UAN. In this way, every request,

wxhether arriving directly from a user or by way of another

et e iy P O
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station, regquireg BN accesg decision fraom the PSSy in the
station to which the request jig directede Certain front-end
mesSage handling Gperations will} alse reguire an interface
betveen ecach station's UAY apg the rest of the network. In
Figure 22 that message handllng interface is shown ag & box
enclosing a star, The network Ccommunicatian pProblems of
store—and—forward, message handling, Packet Suitching, and
mesSsage queulng have been pursued by other researchers and

are not considered here,

Interstation mesSsSages can generally te classified by

function:

{1) database access {store, retrieve, and update)

{2} locate data and gther resources {using cenp-—
tralized directory, distributed directory, or
general broadcast of request)

{3} user—~to—user wmessages for Personal communica—
tion

{4} authorizations {from remote authorizers)

{5) enforcement information {both requesting and
sending this information)

{6) forwarding 4 message of any iype fros another
station

{7) acknowledgement {handsbaking between message

handlers)

The authorsg expect that thig classijication will be
refined as the research progresses. Furthery, it is a goal
to apply formal Erfammars t¢o describe valid Interstation mes—
Shge Sequences, Just as we have done for intrastation mes—

Sages in the centralized cCase,




The questianp of how authorirzation and enforcement are
to bhe Properly distributed in the network is inferesting,
and its answers €an have serious effects on cverall secupr—
ity. Ve Presently have some preliminary principles which
are curréntly under investigation. The rrinciples are based
on the assumption that data is located at a particular sta—
tion usually because it was created or entered there, or at
least because those who will control its use typically are

USers local to that station. Two of those principles are:

{a) Authorization for access to data stored at a
given station will be done at that station.
{b) Enforcewent for accessg to data siored at a

given station will be done at that station.

The first principle decesg not imply that the authorizer
must be a local user of the station in question; a remote
auvthorizer may enter authoriiations by vay of interstation
messages. However, authorizatijon information for data will
remain in +the statlon containing that data. Mest impor—
tantly, enforcement will be carried out at 1the statijion can—
taining the data 1o be accessed, This is in conirast to
Carrying out enforcement at the station local to the
requesting user, The authors believe it is more secure to
associate the enforcement function with the data being pro-—-

tected rather than with the requesting user.

are to be considered as resources, like data. A}l message
handling will then be Eoverned by access ccntrol rulesa
Both the Ssending and Teceiving of messages will be sub ject
to enforcement <checking. The enforcement decision can be
based on attributes such as Sourcey target, Tessage class,
and message content, as well 8s other more general system

conditions, An interesting side effect of this general



approach to Communication protection is that access rules

T&N now be used to irpose user views af the netwvork configu—

Se CONCLUSION

This is anp interim technical report discussing an on—
going projecte AS such, it jig incomplete and probably cop—
tains errors and inconsistencies——eSPECIally Since some of
the concepts concerning mesSsapge sequences vere in a highly

changeahle state as the report was being writtens

Within the framework of 4 proposed dataflow system
architecture called MULTISAFE, security of messages and mes—
Sage sequencesg has been defined in terms of axioms and for-
mal grammars., A PUSH/PULL hardware mechanism (implemented
by a private mamory organization) is described  +to enforce
Proper binding of data and meSsSapgeg, Messages are clasgj—
fied In a hierarchical taxonomy and Petri nets will be used
to model and verify message Security. Extensions are being

considered for distributed pProtection of distributed data,

|
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APPENDIX A

MESSAGE CLASSIFICATION SYNTax

This appendix Containg the Syotax fop generating mes—

Sage classlfleations. The sS¥yntax Presented here is g regu—

lar grammar, The stringsg Eeneratead by thisg 2rammar are the

five=tuples in the set SMC, Each gpap

57




{1}

{2)

{3)

(4)

(3)

{6)
(7]
(8)
{9)

(10)
{11)

{12)
{13)
{14)

{15)
{16)

(17)
(18R]
{19)
{20)
{21}
{22)

{23)

(24)

statusg <S{atusﬁatfribute>
tegquest <reque5t—attribute>
resSronse <response—attribute>

A
=1
o]
n
'l
i}
i
m
!
o)
e
ol
0]
th
£
i
1"
"3
LN ]
i

AN (UAM“attribute>
SRM <SRM*attrihute>

(statuS“attribute> Il=

—r

<request~attribute> «IT user <user—attribute1>
authorizer <auth*attribute1>
UAM (UAH—aftributEI>
Psy (PSM‘attributel>

SEM (SRH“attributel>

Iz usep <user“at1ribut92>
authorizer <aufh—attribut92>
UCAM <UAM“attributez>
PSy (PSH“&fffibUfQQ)
SRN <SPM~&11ribute2>

<response~attribute>

<UAK*atfribute> 2= PS¥y <UAH—PSM—type>
{ user <UAM—user—type>

(SRM~attrihufe> - I= PSSy <SRM—PSH“type>
<user~attributel> Iz UaM (usertfype1>
<auth—attributel> SIx= UAM <auth—typel>

<UAM—attrihute1> = user <UAH~user—fypel)

l Advthorizep <UAM—auth~1ype1>
U
[

LN ]

PSN <UAE=PSH—typeI>
SRM <UAN-SRM-typel>

(PSH—attributeI)

L]
"
ft

AN <PSM*UAM*typeI>
SRM <PSE*SRM~typeI>

<SRM~attributeld> ::= PSM <SEX~PSN—type 1>
] VAN <SRM-UAM-typel>

(X3

<u5er¢attribu1e2> TSI UANM <user—UAH—typeQ>

<auth—attribute2> T 3= UANM <auth~UAH—type2>

= user <UAH—user—type2>
authorizer <UAM—auth~type2>
PSM <UAM-PSN—type2>

SRM <UAN-SRM-type2>

<UAH—attribute2> :
<PSM—attribute> ::= UAM <PSH-UAN-type2>
SERM <PSN-SEN-type2>

i
<SRM-attribute2> ::- DAM <SEM-UAN—type 2>
| psx <SRH-PSM>type2>

términatien

(UAH“PSH—type> =3
<UAH—user—type> :i= announcement

<SRM-PSM-type>

.= end—of—da ta

<user-type1> =2 accessg <user—subi>
<auth-typer> Il authorization'(auth~sub1>

<UAH—user~typeI> S i enforcement <UAM—user-enf~sub1>
] additional—text

(UAN“auth—typel> ::="en10rcement <UA¥~auth—enf~suh1>
: i additional—te xt

(UAH-PSK—type1> A= enforcement <UAH~PSH—enf—sub1>




{25}
{26}
(27}
{28)
(29)
{30}

{31)

(32}
{33)
{34)
{35)
{36}

{37}
{38)
{39)
{40)
(41)
f{42)
{43)
{44}

(45}
{45)
{47)
{48)
(49)

{50)
{(51)
{52)
{53)
{54)
{55)

SUAM—SRN-typel> :-
<PSM—UAM—typei> :

<PS¥“SHH*typeI>

<SRH"PSH‘typeI)

<SRH—UAM-type1>

(X}

<user—UAu~type2>

(aufh“UAH—typ92>

LN ]

<UAK-user—type2>.-
(UAM—auth—typeZ> ::

"

<UAM—PSH‘typ92>

'
1l

L]

<UAM~SR¥-type2> z

(PSM“UAH—fype2>

<Psﬁ~SRM~type2>

"
e

<SRM—UAM—type2>

(SRK“PSH-typeQ> Iz

fI= logi

<user—5ubi>

<auth—-subi> vz
(UAM—user*enf*subl)
<UAH—aufh~enf*subl>

<UAM—#SM—enf—sub1>':

<UAH~PSM-auth—suh1>
<UAH—SRM~acc—subl> z
<PSH“UAN—eni—sub1) :
<PSM—SRM~enf—sub1> :
<SRH~PSH—enf—sub1> :

<SRH—UAH-data—subl>
<user—UAM~enf-sub2>
(auth“UAMhent—suh2>
(UAH—user—nec—subZ)
<UAM-auth~auth—sub2>

(UAM—PSH—enI—sub2> s

.= Tnforcement

= Tnforcement

display

U
by

! authorizatjion <UAH—PSH—auTh—SUb1>
access <UA&“SRM—acc—SUbI>
enforcement <PS¥~UﬁH—enf—suhI>
enforcement <PSH—SRM—enf~sub1>
enforcement <SRM~PSM—enf—sub1>
data—flow (SRM*UAH*data—sub1>

(user—UAH—enf—sub2>
addifionalﬂtext

<auth~UAM~enfmsub2>

addiflonal—text

authorizetion (UAH—auth—auih—sub2>
enforcement <UAM—PSM~enf—5ub2>
data—flow <UAH~SR¥~data—sub2>

enforcement (PSH*UAM*enf“SUb2>
authorizatjion <PSN—UAN*auth~sub2>

enforcement <PSK~SRM~enfmsub2>
access <SRH—UAM—accwsub2>
enforcement <SRE—PSM~enf—Sub2>
n } data

f change

information

information

login—decision
data—decision
displny—decision
change—decision

display I change

CDBR

=.information

"

inform&tion

overall—decision
block—decision

LX)

buffer | data

information

information

"
"
i

= login | data

display | change

= information




“Ey mmmrf_f T - . . —

{56) <UAM“SE?{—dataHsub2> *IF buffer | data
{57) <PSM—UAM~enf‘sub2> <i= decision
{58) <Psm—UAM~auth—sub2> *i= display | change

{59) <PSM"SRM—enf—sub2> verall-decision

block*decision

[ X ]
LN
t
-—0

{60) (SRM—UA%*acc—subZ)

{61) <SRH—PSM—enf“sub2> 1t= informatjon



AFPEXNIIX B

MESSAGE SEQUENCE SYNTAX

This appendix contains the syntax for generating mes-—
Sage Sequences, The syntax Presented here ig g context—sapn—
Sitive Zrammar, The Stringsg Eenerated by this grammar are
the securs messagpe Sequences, Each grammar rule jg identi-
fied by the number jin Parenthesis ap its left, This identi—
fication g not part gt the grammap rule, Aprendix ¢ COn—
tajns thesge Same rules in the same order except that the

rules are consiructed with Sue RuUmbers,
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{1)

{2}

{3)

{4}

{5}

{6)

{7)

{8}

{8)

{1o)

{11)

{12)

{13}

{14)

(15}

<messsge~sequence> -

<1ogin—sequence>

<data—sequence>

<display—sequence>

- -
- - =

<change—Sequence>

<nesfed—103in> re
lo
re
1o
(nested—dafa) req
da+t
res
dat

<nested—disp1ay> = i=

<nested-— r

<

change>

- -
- .=

<log—info>

<data—into> *I= regu

<mor
resp

<authent1cafion> =

-
-

<more—} og—info> :

info> ::

<more*data—

>z

<more—nu1hen—inio

<logln~sequence>

<dataﬁsequence>

<disp1ay“sequcnce>

<change—sequence>
Tequest user pgay 2CCess Iogip
<morewtext>fn (nesfed~10gin>

reguest authorjzer UAN
authorization Change

respons
authori

PEM enforcement

°n <log—info>tn

UANMN enforcement
n

quest ANy
gin—decisj
Sponse PSuy
gZin—-decisjo

UAM psy enforcement
<data—info>
AN enforcement

uest
a—decision
Ponse PSM U
a-decisjion

UAM PSSy authorization
<authentication>fn
UAN autborization

request
display
"esSponse PSSy
display

equest
auvthent

enforcement information

est JAy SEM ac
e~data-inrfod>
onse SEN UAM acCess CDR

cess CDPH

M enforcement
ore—authen*info>fn

TesSponse UAN PEM enforcement

lnformation

user enforcement

(more*text)fn

r DAM enforcement

Tequest UANM
information
response use
{nformation

horizerp

request UAN aut
ornation

enforcement inf
<auth-text>fpn
response authorjzer enforcement

-
- =



information

reqgquest UAM userpr additional-text

{18} <more—-text> -
Tesponse user DAy additionai—text

T
1]

{17} <auth—text>

{18) <data—-blgck> 3= request SRN FsM enforcement
block*decision <block~ckeck)¥n
response PSN SENM enforcement
b]ock—decision <bufferd>

{138) <block—-checkd> z:= request PS¥ Sny enforcerent

information
response SEN pgy enforcenrent
information

(20) <butrec> "= request Spy UAM dataflgw buffer
response UAN SREM dataflow buffer
Tequest SRY UAM dataflow data
Tesponse UAN SEM dataf)low data



APPENDIX C

MESSAGE SEQUENCE SYNTAX WITH sxcC NUMBEERS

Thisg appendix contains the sanpe sSyntax ruoles inp the
Same order ag Aprendix B except that the rules in this
appendix are constructed with SMC Nunmterg, Each grammarp
rule isg identifjed by the number in PArenthesis on its lef t,

This identification is not part of the Erammar rules,
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(2)

{3)

{4)

(5)

{6}

{7}

{8)

(9)

[10)
{11)
{12)
(13)
{14)
{15}
{16)
{17)
(18}
{19)
120)

<messaQEﬁsequence> 2:= Qdoglin—sequenced
<Bata-sequenced>

<display—seqguenced

<c¢hange—-sequence>

:I= 101 <more-text>?n

<loginﬁsequence>
<nested-logind> 201

<data—sequenced> =:= 102 <more—text>fn
<nested—data> 202

<display-seguence> I= 1023 <auth—text>!n
<nested—display> 203

<change—sequen¢e> si= 104 <auth—text>tn
(nested—change) 204

<nested-logipn> ::= iI09 <login-info>1!n 208
<nested-data> -:= 110 <data—info> 210
<nested—di5play> TI= 113 <authenticationd>!n 213
<nestedhchange> = 114 <authentication>7n 214
<log—info> ::= 116 <more—log—infa>ln 2is
<data—info> z2:= 115 <more—data—info> 215
<authenticatiogp> iz 116 <more—authen-inf{o>1!n 216
<more—-log—infad> 2Ii= 105 <more—text>tn 205

<more~data—info> II= 118 <data—-block>!in 218

<more—authen—info> Si= 107 <auth—text>?tn 267
{more-text> 2= 106 206
<auth-text> === 108 208

19 <block-check>!n 218 <buffer>

[y

<data~block> Iz=
<block~check> =z:= 117 217
<bufferd> ::= 120 220 121 221
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