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A Model Formulation of User Inference for Statistical

Databases with Perturbed Responses

1. INTRODUCTION

A statistical database is defined as a collection of N
records used to produce summarv information only. Each record
contains confidential categorv and data fields of the same fixed
lengﬁh. Category fields are used to identify énd select records,
while data fieldé hold other information, mostly numerical.
| - A statistical database is said to be secure if enough protective
mechahisms exist to quard against the disclosure of confidential
information about a single record. Although statistical databases
are vulnerable to loss of confidentialitv (i.e., they are comprom-
isable) bv all the same means as other databases, thev can be
compromiseé evéﬁ when proéective measures have been taken against
those cjene ral —tﬂreats. Forhidding access to confidential information
about a single record is a difficult proposition indeed, since
the security problem is not djust to protect against returning
information about a single record but answering a sequence of
queries from which individual confidential information can he
inferred.

All statistical ﬁétabases must in some way nrotect.aqéinst.
the accurate disclosure of confidential attribute wvalues for
individuals. Denning [ 5] distinquishes between category and
data fiels. For the purposes of this paper, category fields

are those fields (attributes) one is allowed to use in formulating

-



queries. The selection formula for a query is called a character-
istic formula. A querv set consists of those records that match
2 given characteristic formula. Data fields are those whosge
values are to be protected against user inference; Denning [5]
is less restrictive in its use of the term., Data fields contain
numeric values, while category fields need not. Unique identifier,
or kev, fields aré a third kind of field. These three field
tvpes are not necessarily disjoint. A kev mavjconsist of four
fields, two of which may be category fields. Similarly, category
fields mav overiao data fields, i.e., some category fields may
contain protected information. 1In some of the literature, key
fields and categorv fields are considered synonomous in that
queries may be directed at individual records.

The literature is rich in pavers dealing with the security
of statiétical databases. Many have demonstrated how vulnerable
‘statistical ﬁafabases,can be to various threats. A smaller
number of papers have attempted to develop mechanisms to counter
such threats. Some claéses of n;otection schemes,'as given
in {10 ], are: 1) place cardinality restrictions on the query
éets; 2) partition the database, so that quer& sets are required
to contéin one. or more blocks ("kernels") of the'partition;
.ana 3) perturb responses to the queries. Each protection scheme
attempts to prevent accurate inferential disclosure ofrke? values,
i.e., values goréesnonding to an individual. Some'additionally
défine compromise as the abilitv to‘infer values corresponding

to any "protected"™ query set.



The "tracker" literature (e.qg. (2], (41, 5],061, (7]
considers threats to vprotection schemes of the first class.
The general conclusion of these papers is that the more diverse
the database in categorizing individuals, the more likely the
database is to have a general tracker, a characteristic formula
that can be avplied for everv person an interrogator desires
to investiqate;_ Attempts to restrict the query set size tend
to limit the usefulness of the database without stopping the
threat. |

The method of partitioning the database into kernels will
not be discussed at depth in this paver, since Ozsovoglu [ 10]
contains a good discussion of such techniques. How restrictive
this method is depends on how the kernels are defined. If one
restricts the kernels to correspond to truth sets of certain
kinas,of predicates involving only category, fields, subject
to a minimal cardinalityAfequirément, an argumeht could be made
that all "legitimate"™ responses are stiil pbssible. " This seems
an inferior method to the "random sample query" technique.
Both methods are most app?opriate fof large data bases wﬁere
legitimate query sets are never verv small.

Several algorithms for Derturbinq responses are discussed
by Beck [1]. Thé paper advocates for an unbiased perturbation
of responses,  with the perturhation depvendent on the amount
by which the true response for the cquerv set differs from the
mean response across all individuals in the data base. One

of the objectives of this paper is to put Beck's work in the



context of basic questions that are addressed throughout the
literature: what kinds of queries are allowed, what it means
to compromise the database, and the implications of the first
two_ responses on the accuracy and reliability of answers. In
a'ddition, this paper proposes a generic definition of compro-
misability and a new model of user inference for databases with

perturbed responses.

THE TRACKER LITERATURE

The first model of a statistical database appeared in the
work of Ram [8]. It is comprised of records with a key of k
bits which specifies its attributes. Evervy query has a specifi-
cation of values for s < k of these bits. The model handels
sums over records whose kevs match with its specified bits and
averages, only when the database havpens %to consist of exactly
one record for each_-kéy. -This last limitation is circumvented
in[2] by means of a model which takes the possibilitv of nonexisting
records into account, and gives information on sums aﬁd averages
of a subset of records. Chin '{2] illustrates th.e t‘hreat to
the securitvy of ‘the statistical database of queries involving
fewer than two records.' Under those conditiqns he shows how.
easil_y we can de;:iuée the existence of all records: if we confirm
the existance of anv particular record in the Aatabase. Similarly,
we can also deduce the informatic;n‘ about the existing records
if we have the knov;iledge about the information of anv‘lpar'ticular

record. The above can be stated in the,;form of theorems, as




done in [2], and vproved by defining the Hamming distance bhetween
a known existing. key and anv other kev and using that distance
to show bv induction that the existance of anv other record
can be deduced. The Dgner'bv Chin [é] concludes by establishing
a set of Dreliminarv quidelines éhoﬁt the maximum amount of
infoimation which the svsfem can provide without thfeatening
the securitv of the statistical database.

The tracker 1iterafdre has demonstrated that suppressing
queries based on cardinalitv is ineffective. Moreover Chin

and Ozsoyoqlu [ 3] offer valid criticisms of the kind of Aatabases

discussed in the tracker literature. Allowahle quervy set construc-
tion is often unrealistically generous and devoid of semantic
meaning (ETJ,V[ZJ). Limiting execessive overlap between queries
has the added drawback of requiring log trails and introduces
the possibility that a valid request might be shut out because
5f the sequence of quefies taken to acﬂieve the response.

In general, it is assumed throughout the tracker literature
that querv responses are accurate. That is, the daggbase returns
the storéd value that has not been perturbed bévond normal roundoff.
Category fields may include a candidate key. TIf so the user
is capable of specifying an individual record. The mechanism
for.cpntrollinq,quefigs is. thus not Drimafily the query svntax,
but the cardiﬁality restrictions on query sets. The user may
ask questions that are syntacticaily valid, but the svstem mav
refuse to answer when the query set is determined. The system

may refuse because the cardinality of a query set is too small



or large [Sl or because there is excessive overlap between query
sets [7]. The latter not only assumes a restricted overlap
cardinality but alsoc requires all quervy sets to be of the same
cardinalitv.

Since an identical reéoonse must be given each time a query
is resubmitted, resbonses are complegely reliable. Compromise
is thus Adefined as knowledge of a sample statistic (e.qg. counf,
mean,} of a forbidéen query set, where "knowledge™ is taken
to mean "exact value." | |

Furthermore, the tracker literature has demonstrated that
the number of queries required to compromise a database can
be quite small if the set of queries is formulated in a special
way. The main notion introduced by the tracker literature has
been that of characteristic formulas.

A characteristic formula C is an arbitrarv logical formula
using categorvy values as terms connected by'éoolean operators.
Each querv for a Aatabase uses a charécteristic formula. The
query set X, is the set of records whose category fields match
C. The size of .the query set is denoted bv COUNT (C). The
qﬁerv that returns the sum of the values in t_he‘jth data field "
for records in.X. is given by SUM (C;j)._ While the qﬁery that
feturné the mean of the values in the jth data field for records
‘in X, is qiﬁen by MEAN (C;j). Furthermore, assume that the

number of records is N and the size of the smallest-allowable



querv set is k. Then, using # to denote unanswerable query,

the family of queries computing raw statistics are of the form:

7 '.

g (C) =4 Vijm k<COUNT(C)<N-k

ie xq

> otherwise
where vi4 is the value in the date field j of record i, and
m is an integer. |

For m = 0 the query returns COUNT (C), when m = 1 the query

returns SUM (C:;j) and for m = 2 we get MEAN (C;3j), which translates

into: X
xc|  if k<(xd <N-k
COUNT(C) = J
| | # otherwise
(
SUM (cy;) = Vig 1f k<Xl aN-k
< i€ Xe .
\I #  otherwise
, .
MEAN (C) = Vi§ if k< | Xl <N-k
{ 1i€Xe |
Xe
§ # otherwise

Trackers are svecial characteristic formulas which can

be used to calculate indirectly the values of unanswerable queries.



The individual tracker compromise requires that a new individual
tracker be found for each pPerson because it is based on somethlng
that is known. The general tracker is anv characterlstic'formula
T whose querv size is in the restricted subrange 2%k,N-2k ’
that is 2k < COUNT(T) < N-2k,

The general tracker is not quaranteed to work when k>
N/4; that is, when more than half the range of query set sizes
is Aisallowedqd, However, this Adces not insure that the database
is secure, because for a given C, there may exist a formula
T for which the general tracker equations do work. The database
may be vulnerable to compromise by the double tracker method
using two characteristic formulas together. A double trécker
is a pair of characteristic formqlas (T,U) for which

X _C_ Xus
2k < COUNT(T) < N-2k,
2k < COUNT (U) < N-k. |
The flrst paper on trackers [2] 4id not exnlore whether or not
trackers of mu1t1p11c1tv greater than 2 exist for answerlng'
the unanswerable queries when N/3 < k < N/2. Since then the
security problem for statistical Aatabases has heen extensivellyf
reported in the'literature-using Denning's work as a basé.
Recentiy Michalewicz [é] bronosed a method that goes around
the condition k < x| <w-k, enabling calculation of | Xcl
(and q(c)) for all_but-ﬁwo cases. Although the discussion in

[9] is restricted to queries of the tvpe COUNT(C), the author



states that it can easily he expanded ¢to arbitrary queries q{C)
satisf§inq a given condition, The Sequence P may be non-comprom-~
isable only in the folloﬁinq two cases:

(@) Ial =1 anga |pl> 4

() lal =0 and kN3,

A predicate for describing a subgroup, that is, for Specifying
which- records in the database are used in answering the query
is called 3 characteristic {che) . Characteristics correspond

to simple Predicates of the form category field=datz value,
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oneé can determine the mean of a characteristie if one knows
its sum and count, the converse is not true; from the mean of
a characteristic one can not directly determlne its corresponding
Sum or count,

To find a compromise that goes around the condition k<
lxcl N-k, Michalewicz [9 Jcons1ders elementary coniunctions;
an elementary conjunctlon being a unlque comblnatlon of category--
values. If there are m categorv fields, and the i-th category
field can take nj wvalues viT,...,vin + the number of elementary

T

conjunctions that can be formed is

Anv expre551on C can be transformed into an equivalent
dlS]urlCthﬂ Cl+. . . +C, of some number of elementary cornunctlons
with mutually disjoint sets Xc .

Let C1,C2,...,Cg be all the elementary conjunctlons with
4 non-emptv querv set. Consider the sequence P = (pl,pz,...,ps),
where B . _

| Py = f XCJ_J .for 4§ = 1,2,;..,5.

For a fixed k and a given subset J of {1, 2, ..., s}, the
sum

5(J,P) = D+
IJ_E J
is said to be allowable if k X S(J,P) X N-k. The threat to

the security of a statistical database can ‘then be stated as

follows: If, given all allowable sums S(J,P), the values
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P1,P2s...,Pg can be inferred, then the database can be compromised,

THE PERTURBATION LITERATURE

Chin and Ozsovoqlu [ 31, while advoeatinq Security constraints
at the conceptual model level (which.is bevond the scope of
this paper), concede that perturhlnq or altering data records
may be more effective than the securitv mechanisms Suggested
in the tracker literature. One rossible approach at perturbing
data is given by Beck [1]. He assumes the s?steﬁ will not refuse
resmonse to any querv, including data coecerninq individual
records. This does not necessarily mean the user is capable
of specifying individual records. The user may still be restricted
to characteristie formulas involving a limited set of category
fields. Since he oes not rule out requests for 1ndlv1ﬂual-
records, returned values must not he both accurate and reliahle
or the database could be compromised by any definition of—dombro-
misability. Two possibilities are discussed. The data could
be altered when stored, and thereafter treated . @s true values,
or the data could be stored accurately with dlstortlon taklng
place when responses are revorted to the user.,  Beck [1] correctly
points out a problem with storing Adistorted data, that it isg
difficult 'to know by what amount to .distort individual values
when one does not know how queries will be combined. For example,
if two 1ndlv1dua; values are each distorteq by five, the difference
of ehose values may be distorted by as much as ten. This creates

the situation where a4 response with query set containing two
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sets. Another problem is thaé changes in database policy cannot
be implemented as easily. For example if a database administrator
(QBA) decides more protection is needed, it may be difficult
to determiné what addifionél-distortioﬁs must be made to stored
data that are already Aistorted. |

i-‘or these reasons'ar better soluté‘.on is to perform the distortion
at response time, based on accurate stored Aata. There are
again two ontions. A query might alwaYS*oréduce the same (distorted)
response each time it isg posed, or the response miqh£ vary at
each request. A constant response has two advantages. First,
it gives the appearance of an accurate résponse (one tends to
identify accuracy and reliability). Anv user who was not aware
of the query processing mechanisms might‘theréfofe incorfectly’
apply threat mechanisms such as trackers to Ehe database, thereby
obtaining the illusion of knowledge. This might be a potentially
fruitful area for further investigation. The other-advantage'
of a constant response is that compromise may be more Aifficult.
Beck'é [1]1 arqument that combromise is equally difficult whether
the responses are distorted once or repeatedly perturbed is
based on very generous assumptions concerning ailowable character-
~istic formulas: either one must be able to.construct arbitrary
querv sets of known composition, or arbitrary functions of category

fields must be allowed, These assumptions are probably unrealistic
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and make his conclusions more restrictive, not less 80. This
is' analagous to the nature of mathematical structures. More
axioms may make proofs easier, but the results are less applicable,
For example, all theoréﬁs concerning rings arply to fields,
but not vice versa. Thé extra axioms applied to fields limit
the applicability of the-resulting theorems. |

There are some p&oblems returning a constant response one

would not encounter with a variable response. In order to return

one must apply the same Seed numﬁer each time'to the pseudo-~random
number generator. One must determine whether the seed is a
function of-the semantics of the request, the querv set, the
value requested or some combination of the above.

All possibilities of data inference must he considered
before one can determine whether there is anyﬁsecurity édvantaqe
in returning a constant response. For instance, ceould the same
request be stated in Several wavs, or eéven as the resultant
of two separate requests. The chief advantage of repeated pertur-
bati;ns is therefore that it is easier to implemment than a
constant distorted response,

Beck's [1] definition of compromisability assumes response
are perturbed at each request, The database is_said to be comprom-

isable if "it ig possible to estimate a value vy; with Vi such

that

o) <cly, -7
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One notes that for any given estimator i, T (Vi) is a

population Parameter and thys is constant, The question of

S€S. The latter is correct only if ¢; is the estimator obtained

from the response to 3 single queryl’ If the average X of 3

" A MODEL OF USER INFERENCE FOR A DATARASE wWrITH PERTURBED RESPONSES
The user ig intérésted in.inferring'a numerical value F(I)
associated with some individual I, where T ¢ D (fhe‘set of indi-
viduals with records in the database), F usually represents
the value of 3 field, but it may be a function of one or more

fields. The user may be able to request F(I) directiy, or the
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If 0 is any query set, let F{0) denote the average value of
F(I) over the query set, i.e., F(0) = avg ({F(I);I¢ Q} (Notationally
we will not distinguish between T and {I}, so that F(I) is tne
spvecial case of F(0) where 0 = {1t} Let F denote F(D), the
mean value of F over the database,

One,wiéhes to nrotéct against user inference by perturbing
responses to queries. The database does this by responding
with an.estimate f?Q} of ?(0). Denote a response F(Q) = F(0)
+ Ferr{Q), where F(0) is constant and Ferr(Q) is a random variable
with mean zero. Thus fo) is itself a random variable with
Mean F(Q). Any given response %(O) may be viewed ag a4 mean
X of 3 sample of size one (n=1) drawn from the set of possible
responses to the same query, If the query is POsed many timeg
and independent responses are obtéinéd (n>1) then ¥ is a point
estimator that isg likelv_tc estimate F(0) closely for larqe
M. Note that unless the érror distribution is the samé for
each query, X cannot be considered & sample from a sinqle Population;

this is the case with Beck's [1] "improved procedure. "

point, PF(0) denotes a4 unique valye P associated with a Specified

querv-set-o. Thus, for example, F1(0) and F2(0) might represent
.two values, such asg average salarv ang age, associated with
the same query set, while F(Qi} and F(03) would represent the
same requested value, such as salary, for two different query

Sets.
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Given F(0), ﬁ(o) represents anv estimator to F(0). Any
given F(0) may have manv estimators, not all of which are unbiased,
One estimator is the response to a dAirect query. Another estimator
is the aééraqe response X to 3 repeated direct query.

Yet another estimator may be an algebraic combination of
fesponses to a set of distinct queries, possibly no two of which
have thé same query set. For example suppose F(0) = Pi(0) -
Fz(O}. The user.wiShes to estimate F{(Q) by requesting F1 (Q)
ané F2(0) senérately. The user may take the difference of
the responses #,(0) andg F2(0) as an estimator of F(0). Since
51(0) - fg(O) is used as an estimator of F(0), it mavy also be

denoted by §(Q). Unless otherwise specified,_however, ?(0)

rossible policies in_perturbiﬁg kesponses. Either the database
can return the same valué’ﬁ(O} each time'F(O) is requested,
or a different response can be qenerateé with each request,
The former vields an estimate of F(Q) based on 3 sample of one

value, since in fact only one observation is generated. The

resndhses. (One may, however, obtain a cohfidenbe interval
if one knows the standard deviation o of ihe error function
Ferr(0).) For examole if the distribution is normal, one may
be 95% sure that the true value F(Q) lies in the interval [(F(0)-1.96

ﬁ,ﬁfQ)+l.966'I._ Unfortunatelv, there is no way of improving
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on this estimate with additional queries, Beck [ 1] suggests
the user estimate F(0) as a function of other queries, e.g. Fy(0q)
- 92(02). However F(0) and Fl(Ql) - Fz(Qz) are distinct random
variables with distinct distributions. One is left wiﬁh two
samples of n=1, not one sample with n=2,

Suppose the database samples from the same error distribution
each time the querv is posed. Then if the same query is reneatedr
n times, one obtains estimates gl(O), %2(0),...,?n(0). The
sample méan is then an unhiased estimator for F{(Q). If one

§1 Q +...+F (qQ
. n

n

X =

assumes a normally distributed @Lrror, one can calculate a confidence
interval for F(Q). For example, one may be 953% sure that the

true value F(0) lies in. the interval
-t
> F{Q) <*x+?

where s is the samﬁle standard deviation of {%1(0),...,ﬁ](0ﬂ

s - - t s .
x -2 7 a/2 |
and tqg/p is the value of the t distribution, with n-1 degrees
of freedom, leav1nq an area of 0.025 to the right, (See Figure
l.) Note that as the number of queries increases the confidence
interval shrinks. In this sense X becomes a better estimate

of F(0O) as n increases. -

Figqure 1. The ¢ distribution

What does it mean to compromise the database in this model?
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value from the mean value across all individuals. 1n the provoseqd
model the database is said to be compromisable if there is an
estimator F(I) for which
o (F(I) < ¢ [p(1)-Fl

where ¢ is a constant for the entire database. According to
this definition every database that returns independently'generated
per?urbed reésponses is compromisable whereas, for a Adatabase
returning a constant answer to succesgsive queries, ¢ may be
selectedrso that the database is not compromisable,

The following definitions and principlés in the generation
of error distributions Ferr(Q) for a given éuerv are postulated
by the proposed model, )
1. All error Aistributions should be unbiased.

2, The ébpfopriate measure of nrofection is the standarg
' deviation of the error term. Svmbolically we define

Protect(F(Q)) = o~ (Ferr(Q)).

3. Definjtion. A value F(Q) 1is g-compromisable bv a
given estimator ﬁ(Q) if-
-P( lg(Q)-F(Q)I < Protect(F(0Q)) )>1-a .
{See Figure 2 for the meaning of this definition,)
This definition reflects the fact that the measure
of an estimator's qoodness is how likely it is to
be close to the true value. The protection level

defines what is acceptably close for a given valuye.
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Distribution or an .
estimator F(Q) —~=p [- ). €SI the shaded area 15 greater than l.g
F{Q} has G-compromised the valye FlQ)

Distribution of responses
=> to a single query

.

ueF(Q) J,' o (Ferr(Q}) = Protect (F(Q))

Figure 2. A probabilistie definition ©of compromige,

In general an unbiased estimator is the mean response
i.to N repeated queries., Thig becomes 3 Successively
better estimator a5 n becomes large and the standarqg
deviation of ¥ shrinks. In fact one can always fing
an n large enough to Y-compromise F(Q).

The database is compromisable if, for 3 Predetermineda

and integer M, there is ap eéstimator f(I) of some
individual value F(I) sych that F(T) ig % -compromisable
byiﬁ(r) and %(I) may beiexpressed 45 a function of

M or fewer queries {(with indebendently generated respon-

to those qivinq perturbed responses. For those giving
accurate LesSoonses, a valye will be compromisable
if'ané only if its-estimatof,‘a function of responses
fo Queries, is exact, Beck's [ 1] definition on the
other hand would. make every such datahage compromisable

by any estimator.
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Protection must be increasedq for extreme values,
Svmbolically, if F1(0) is more extreme than F2 (09)
then Protect(Fj(07)) » Protect(Fz(oz)) This begs
the question as to what constituteg an extreme wvalye,

Let EXT(F(Q}) be the measure of extremity for a value

F(Q). If the underlving dlstributlon of F(I) is normal,
a more traditional measure of Adeviation from the mean
is the normalized random variable

zzx-u'
o

In this case one could use 2p F(Iz -F where o
is the standard deviation of F(I) across all individuails.
(See Figure 3. )U“could be avproximated by the sample
standard deviation s¢ for a1l individual records currently

in the database,

distribution of ?(IT)
?(I ) not an extrems

valle <™

less response error
= leas protection

distribution of F(I)
across all individuals

f

distribution of P(¢ )]
F(I,) an extreme
valle

mOor'e response errcp
Z more protaction

== ]

. F(I) F FII,)

Fiqure 3. 1Increased protection for extreme values

IZII would then be the Mmeasure of extremity EXT(F(I)).

For an arbitrary querv set 0, let

. F(O) ~F
Z, = E(©Q) - F

N

20 '



when n is the cardinalityv of the query set,
If the underlying distribution of indiviAdual values
F(I) is not well approximated by the normal distribution,
and if the cardinality of the querv set is less than
30, a possible measure of extremity is given bhy:
EXT(F(0)) =] PCT(F(Q)) =~ 50| where )
PCT(F(0)) ig the percentile of F(0) when compared
with all valyes of F over query sets of the same cardji=-
nalitv as o,
Protection should be small for "valign requests, large
for suspicious Féquests. One can make some a priori
judgements about the nature of valina requests as'thev
relate to the sise of the query set, 1In general one
would want accurate responses where the query set
is the entire’database, o=D, Responses to these woulg
give global averages. Requests where the query set

is an individual, 0=I, should be highly Protected,

The tracker literature has pointed out the possible

inferences resulting from set differencesQ Thus query

sets of the form 0 = p-7 must also be highly protected.

A gravph of psotection Veérsus querv set sa:dinélity,
not considering other variables, might therefore look
like Figure 4, In general a1l queries will he answered
but the smalier the size of the querv set the less

accurate (hence useful) the response will be,
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Protect(F(Q))

& .

+ + -y
Q1 .. N/2... Net Ni=[D |}

Fiqure 4, Measure of rrotection as a function of
=re 4.

query set cardinality,
In general we know that a potential exits, using trackers,
to'determine-F(I) if the database will accurately

respond to F(0) for most querv sets. A qlobal scaling

factor c(t,x), changeable over time, could provide
flexibility to the DBA if he determines that protection
levels are low enouqh that some F(I) 1s<3-compromlsab1e
by an estimator requiring fewer than the number of
queries M considered minimally acceptable, or if it
is determined that F(I) is compromisable by tracker--
obtained- estlmators (for deductive purposes each response
would be considered accurate by the user), or any
other deductive method., Thus pProtection would c¢onsist
of the product of two kinds éf terms: )
Protect(F(0)) = c(t,a) B(F(0)),

where H is time independent and clt,a) is 1ndenendent
of F(0). At some tlme t the DBA mav decide to increase
c(ﬁ,a) if he suspects a compromise is possible.

A more ad&anced possibility, discussed by [ 31, is
to develop an "intelligent" system that would be capable
of determining inferences that could lead to compromise

of an individual's record. The global Scaling constant
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could then be changed automatically by the threat

monitoring system.

CONCLUSIONS AND SUGGESTIONS-‘ FOR FUTURE EXPLORATION

Many possible protection formulas fit the above criteria,
A generic formula is given by:

Protect(F(0)) = c(t,%) [ EXT(F(0) )" [1(l o]

where p,a20, and T is a function of Query set cardinality, probably
stored as a table because of the discontinuities at the end
points. The generic formula points out the relevant elements:
protection of extreme values, cardinality of query set as a
determinant of a valig query, the need to specify the probabalistic
level @ at which the protection 15 provided, and the need to
change the level of protection through threat monitoring, It
is hoved that the above dlscu5510n and the notation Aeveloped
may be an aid to future 1nvestlgat10ns, and that various protection
formulas fitting the generic formula will be used for experimenta-
tion. ‘

‘Each of the models of user inference discussed in this
paper assumes the poteptial intruder knows the ground rules
undep_which tﬁe database operates. Otherwise the intruder coulq
not trust the validity of his conclus1ons. For example, trackers
are only used whep querv responses can be assumed accurate.
On the other hand, the proper use of statistical estimators
requires some knowledge of how the system perturbs responses,

For example, +o estimate values using Beck's{;lJ sum of random

H
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value., Suych knowledgg mav be in the publie domain. It might
be interesting, though, to experiment with the degree of inaccuraé#
one might expect if one attemoted.to crack a statistical database,
whose séchrity méchanisms are not known, using some of the methods
Proposed in the literature,

Particularly, one might experiment with the relation. between
the level of brotection given a database with perturbend responses,
using this paper's model of user inference, ang the number of
correct inferences of individual values Oone can obtain using
tracker techniqﬁes. This might be a3 relevant question for Aatabases
which perturb values but return fixed responses to repeated
queries. A user of such a system may assume such a system gives
accurate responses and attempt inferences'usinq trackers. In

-general, though, the distinction between a priori knowledge

~of inferring [101, Much interest can be expected in this line

of research in the near future,
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